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9 — TokeHbI Oe30macHOCTH [cpe/icTBa MM(POBaHUs]; 000pyOBaHUEe KOMIBIOTEPHOE, @ UMEHHO CeTe- Bble
yCTpOiCcTBa 3alUThl; OOecrieueHHe IPOrpaMMHOe 3arpykaemMoe [JIsi CO3/jaHUsl CeTeBBIX YCTPOMCTB
3aIUTHI; KOMIBIOTEPHOE TIPOTPaMMHOe U ammapaTHoe ofecrieueHye i 3alUThl  1IeJIOCTHOCTH



KOMITBIOTEDHOTO  000pYy/I0BaHMs, TPOTPaMMHOr0 obecrieueHusi, CeTell ¥ 3/eKTPOHHBIX [JAHHBIX;
KOMITBIOTEPHOE TIPOrPaMMHOe U arrapaTHoe obecriedeHue JJisi aHa/mu3a v GUIbTPALY CeTeBOro Tpaduka,
a Takke A1 o6HapysKeHus], (PUIbTpaLM W/WIN yZAareHUss KOMITbIOTePHBIX BTOP)KEHHH, BUPYCOB, CriaMa
WU IPYTUX BPeJJOHOCHBIX TIPHJIOXKEHUH WK YTPO3, U A/ obecriedeHust PyHKLMA BUPTYaIbHBIX YaCTHBIX
ceteil 1 6e30MaCHOCTH; 3/IEKTPOHHBIE OOHOBJIEHHS TIPOrPAMMHOTO 00ecrieueHusi, a UMEHHO 3arpy’kaemoe
KOMIIbIOTEDHOE TIporpaMMHOe obecriedyeHHMe U CBsizaHHble (ailyibl  JaHHBIX /i1 OOHOBJ/IEHHS
KOMIIBIOTEDHOTO TIPOTPaMMHOT0 00ecrieueHust B 00/1aCTH KOMITBIOTEPHBIX BTOP)KEHUM, BUPYCOB, CrlaMa
WIW PYTUX BPeJOHOCHBIX TIPWJIOYKEHUHM WM yrpo3, a Takke (yHKIHil 6e301acHOCTH, 00eCcrieurnBaroIx
3aI[UTy LIeJIOCTHOCTH KOMIIBIOTEPDHOTO 000pyZOBaHMs, NIPOrpaMMHOrO obecrieueHusi, ceTeld U
3/IEKTPOHHBIX [JAHHBIX, TIPeAOCTaB/sieMble uepe3 KOMITBIOTEDHBIE W KOMMYHHUKAlMOHHBIE —CeTH;
KOMITBIOTEPHOE TIPOrpaMMHOe o0ecriedeHHe [iisl 3allUThl KOMITbEOTEPHBIX CUCTeM, MOOU/IBHBIX YCTPOMCTB
U nepudepuiiHbix "00/auHBIX" pellleHHud C Tiesbi0 TMOBbIeHWA 3(QeKTUBHOCTH, 6e30macHOCTH U
L|eJIOCTHOCTU ceTel, At oOHapy)KeHUs, pUIbTpali U yJaJeHus] KOMITBIOTEPHBIX BTOP’KEHHH, BUPYCOB,
Crama, MIMUOHCKUX TPOTpaMM, BPeJOHOCHOTO TPOrpaMMHOrO obecrieueHUs] M JIDYTMX BPeJOHOCHBIX
TIPUJIOYKEHUH WM yTPO3; CeTeBble MPOLIeCCOpPbl 00pabOTKU IaHHBIX [JIs1 UCTIO/Ib30BaHUs B 00/1aCTH 3alUThI
JJAHHBIX U ceTeBOM 0e30MacHOCTH, [jisl YCKOpeHUs IepefjauM JaHHbIX U JJIs1 YCKOpeHHs1 paboThl CeTeBbIX
YCTPOWCTB 3a- WuThl U ¢yHKIMHA VPN; BCTpoeHHOe KOMITBIOTEPHOE IporpamMMHoe obecrieueHue [jist
WCTOMb30BaHusl TpU  wwudpoBaHud M pacmmdpoBke L@poBbix (aiioB ¥ LU(POBLIX JAHHBIX,
peanu3yeMoe Kak KOMIIOHEHT KOMITbIOTEpDHOTO oOopyzioBaHus U 00opyJoBaHus [y 00paboTKu
rvH(bOopMali; MUKPOKOHTPOJIZIEpl /s YCTPOWCTB € mofjep>kkoii MHrepHerta Bewieit (loT); weHTpsI
JlOMalllHe aBTOMAaTH3alliH, COCTOSILMe U3 TUHAMUKOB C QYHKIMel aKTUBALMK T0JI0COM, KOMITBIOTEPHOTO
000py/10BaHMs U 3alIMCAHHOTO MPOrpaMMHOTO obecrieueHust Jjisi yIIpaB/ieHUs] CeTeBbIMU YCTPONCTBAMU B
Vnrepuete Beleil (10T), ynpasnenus NoAK/IOUEHHBIMU K UHTEPHETY U COeJMHEHHbIMU OCBETUTE/bHBIMU
nprbopaMu ¥ OXpaHHBIMU CUTHA/TM3aLWsAMU [/ JOMa; LeHTPhI YIIPaBlIeHUs] YMHBIM ZIOMOM, COCTOSILITE U3
JVUHAMUKOB C (QYHKLUMeH aKTHBallid TOJ0COM, KOMIIBIOTEDHOTO OO0Opy/JOBaHUS M 3arpy’kaemoro
MpPOTrpaMMHOTO obecrieueHusi [ijisi YIIPaBIeHUs] CeTeBbIMU ycTpoiictBamMu B WHrepHeTe Bemeit (1oT),
yTIpaB/ieHUs TIOAK/TIOUEHHBIMU K UHTEPHETY U COeJUHEeHHbIMU OCBETHUTeTbHBIMU MPUO0paMu Y OXpaHHBIMU
CUTHA/IM3alMsIMU [iIs1 OMa; LeHTPhl JOMalllHedl aBTOMAaTH3alid C HWCIO/Jb30BaHUEM HCKYCCTBEHHOTO
vHte/niekta (M), cocrosiue W3 [JUHAMUKOB C (YHKLMeH akTHBaLMM TOJIOCOM, KOMIIBIOTEPHOTO
o0opy/j0BaH1s U 3allMCAHHOTO MPOrpaMMHOro obecrieueHyst Jjisi yIpaB/ieHus] CeTeBbIMU YCTPONCTBaMU B
Warepuete Beweit (10T), ynpaBnenust moAK/IIOYEHHBIMA K UHTEPHETY U COeMHEHHLIMUA OCBETUTE/TEHBIMU
npubopaMu M OXpaHHBIMU CUTHAIM3aLMsMH [Tl JoMa; obecrieueHre MpOrpaMMHOe 3arpykaeMoe Jist
TIOAK/TFOUeHHS], SKCIUTyaTalldd U YIpaB/ieHHs] TOJK/II0YeHHBIMU K CeTH aBTOMOOWIAMH, KyXOHHBIMHU
npubopamMu, CUCTeMaMy OTOTUIEHWs, BEHTWISLUA ¥ KOHAWLMOHUPOBaHUS BO3lyxa B VHTepHeTe Beleit
(10T); anmaparHble 37eMeHTBI, TIOAK/IOYaeMble K CeTH U OPUEeHTHPOBAaHHBIE HA TIO/b30BaTess, AJis
WCIO/Ib30BaHUsl MPU YIIpaB/ieHUM IepudepuiHbIMU [aTuylKaMy, TakKUMH KakK JaTudKd TeMIlepaTyphl,
BJIQKHOCTY, IlIyMa, KauecTBa Bo3jyxa B VHTepHeTe Bellleli B KOpPIIOPaTHUBHBIX (HEKW/IBIX) YCIOBUSIX;
anrmaparHble 37ieMeHTbI, TIOAK/I0YaeMble K CeTH U ODHeHTHUPOBaHHbBIE Ha TI0/Ib30BaTe/Isl, UCII0J/Ib3yeMble AJis
KOHTPOJISI TOYeK BXOJla M BBIXO[]d, TAKUX KaK JOCTYI K /IBEPsIM, KOHTPOJIbHBIE IMyHKTHI O€30TMacHOCTH,
JOCTYTI K CepBepHbIM TOMeIleHUsM U JpyruM pabounM 30HaM B VHTepHeTe Belljeli B KOPIIOPaTHUBHBIX
(He>XXuIbIX) yCI0BUsIX; obecrieueHHe MporpaMMHOe 3arpy)kaemoe /s TNOJAK/IIOUeHUs], SKCIUlyaTallud M
yTIpaB/IeHUs TTOJK/TIOYeHHBIMU K CeTH YCTPOMCTBaMHU /it cOopa JJaHHBIX B paboyeM MPOCTPaHCTBe, TaKUX
KaK TeMriepaTypa, BJa)KHOCTb, KaueCTBO Bo3Ayxa W (yHKimoHupytoiiee B Murepuerte Bemjeit (loT) B
KODITOPaTUBHBIX (HEXKW/BIX) YCIOBUSX; 3arpykaeMoe MOOWIBHOEe TIpOTpaMMHOe obecrieueHue [jist
MOJK/TFOUeHUs, SKCTTyaTalldd W YTIpaBJeHWsl TOJK/IIOUeHHBIMA K CeTH YCTPOMCTBAMU U [JaTUYMKaMH,
TaKUMU KaK U3MepUTeNU 3JIeKTPO3HEepryy, JaTuMKU 3KO0JIOTMUecKuX Iokasarenel, QyHKIMOHUpPYIOLee B
Wutepnete Bettjeit (10T) B KOpriopaTUBHBIX (HEXKWIBIX) YCIOBUSX; arlfapaTHbIe 3/1eMeHTbI, IOAK/II0UaeMbie
K CeTW W OPUEeHTHPOBaHHbIE Ha TI0/Ib30BaTe/Isl, UCIOJb3yeMble /i KOHTPOJISl, U3MepeHus, yrpaB/ieHus 1
ONTUMU3AL[UH IHEProNoTpedIeHNs], a TaK)Ke PeryTMpOBaHUs MOLTHOCTH B KOPIIOPaTUBHOM (Hexusoi) 1oT-
cpefie; TmiporpaMMHoe obecrieueHre Ha 0a3e HCKYCCTBEHHOTO HHTe/JIeKTa M MallMHHOrO 0OyueHus,
Tipe/i0CTaBJIsIIOlee aHaTUTUYeCKHe JJaHHbIe O 110JIb30BaTesIsIX C IMOMOILbI0 cCOOpaHHbIX JaHHBIX VIHTepHeTa
BelIlel /1711 SKCIUTyaTaly U yTIpaBJieHus! armapaTHBIMUA CPeiCTBaMU Tiepr(epHIHBIX BBIUMC/IeHHUN, TAKUMH
KakK Kamepbl, JaTYMKA U TIPUBOABI B KOpriopaTuBHOU (Hexkunoi) loT-cpene; cepBepsl ceTeBble; MIHTepHeT-
cepBepbl; CepBepbl KOMIIbIOTEpHblE; Mejua-cepBepbl LM(pOBble; CcepBepbl KOMMYHHUKAlLOHHbIE
[kommbroTepHOe 060pyJOBaHMe]; cepBephsl il BeO-X0CTHUHTa; obecriedeHre MPOrpaMMHOE 3arpy’kaemoe,
Tpe/iHa3HaueHHOe /IIsi pa3MelljeHrs] Ha BeO-cepBepax Jyisi aHa/lW3a, XpaHEeHWs,, 3allpOCOB M Pe3epPBHOTO
KOMMPOBaHMs [JaHHBIX; obecrieueHre TPOrpaMMHOe [l KOMITBIOTEPOB, 3alMCaHHOe, TpeJjHa3HaueHHOoe
IUIsl pa3MelljeHrs Ha BeO-cepBepax /i aHa/iu3a, XpaHeHHsl, 3alpOCOB, Pe3ePBHOT0 KOMMPOBAHUS [JaHHBIX,



a TaKXKe TIPeJOTBPAILEHUs MMOTEPH W YTeUKU JAHHBIX; MapIIPyTU3aTOPhI CEeTeBble; MePeK/IIouaTe/d /Ijis
Ethernet; Touku GecripoBOHOTO AOCTYyMa; 000Py/I0BaHNE KOMITLIOTEPHOE; KOMITLIOTEPHOE MPOTPAMMHOE
obecrieyeHne [iiT TIPOEKTUPOBAHWsS, HACTPOMKW, pa3BepThIBaHWs, SKCIUTyaTal[uW, YIIpaBJieHUs U
MOHHWTOPWHTA YCTPOUCTB CBSI3W; armaparhbl [jis XpaHeHWs [JaHHbIX; VoIP-tenedoHb; Bue0KaMephl;
YCTPOKMCTBA /ISl BUZIE03aMUCH; TEPEKTIUaTe/ M 3/IeKTPUUEeCKHe; BUIKU IITETCeTbHbIE 3/IeKTPUUeCKue;
TesieKaMephbl; BUAEO/IeKO/Iephl; YCTPONCTBA yTIpaB/ieHNs TaPKOBKOM; JOCTYII K JBepsiM; 000pyAoBaHUe AJIs
yueTa IMOCeIaeMOCTH; A0MO(MOHBI; YCTPOHCTBA CUTHA/TM3AI[UH; CEPBEPHI J/Is1 XPaHEHUsI U YTIPAB/I€HUS.

42 — KoHCysbTalMM B 00/71aCTH MH(GOPMALMOHHOM 0€30MacHOCTH; KOHCY/IBTAlMH 110 BOIIPOCaM MHTepPHeT-
Oe30macHOCTH; KOHCYJbTAalUd IO  3aiuTe [MGPOBBIX [AHHBIX; KOHCY/JbTalldd IO  3aluTe
TeJIEKOMMYHHKALIMOHHbIX ~ CeTel; yCIyrd 10 WCC/Ie0BaHWsAM M pa3paboTKe  KOMITBIOTEPHOTO
MpOrpaMMHOTO OOecrieyeHWsi M CeTeBOW 0e30MacHOCTH; yIpaBjeHHWe W aHaau3 KOMITBIOTEPHOIO
MporpaMMHOT0 obecrieueHHs] U CeTeBOM 0e30MacHOCTH, a UMEHHO y/a/JéHHOe U OHJIAH yTpaBjieHue U
aHanu3 cucreM uHGopMalMoHHbIX TexHonoruit (UT) u cerelt A/ TpeTbUX JIML]; YCIYTH TI0 YIIPAaBIEHUIO U
aHa/lM3y KOMITBIOTEPHOrO TporpaMMHOro obecrieueHrsi U ceTeBOM 6e301acHOCTH, KOTOpbIe TO3BOJISIIOT
T0JIb30BaTe/IsIM TIPOCMATPUBATh YPOBHU PHCKOB U TIPOM3BOJAWTENBHOCTb CETU, OTC/IEKHWBATh CETEBYIO
aKTMBHOCTb W TOyYaThb AOCTYI K OTYeTaM B OTHOLIEHWM BBIIIEYKA3aHHOTO; yTpaB/ieHWe W aHaju3
0e30macHOCTH KOMIIbIOTEPHBIX CeTel, a KMMEHHO CKaHUpOBaHMe M IIpOBeJileHHe TeCTUPOBaHWS Ha
NIPOHUKHOBEHME B KOMITBIOTEPBI M CETH C LieJIbl0 OLIeHKM Ys3BUMOCTel MH(OpMaljMOHHOM Ge30macHoCTy;
yTipaBleHre W aHani3 0e30MacHOCTH KOMITbIOTEPHBIX ceTeld B 007acTh OOHOBJIEHUS] KOMITBIOTEDPHOTO
MPOrpaMMHOTO  00ecrieueHrsi, CBSI3aHHOTO C KOMITBIOTEPHOW 0e30MacHOCTBI0 W TPeJOTBpaIlieHHeM
KOMIBIOTEDHBIX PHCKOB; YCJIYTH TEeXHAYECKOM TIOAJEP)KKH, OTHOCAIIMEeCs K TPefoCTaBIeHHI0
AQHTUBUDYCHOW 3allUThbl, AHTHUCIIaMa, aHTUIINMAOHCKOTO TPOrPaMMHOTO obecrieueHusi, MPOTPaMMHOTO
obecrnieueHus /1St 3aIUTHI OT BPeJOHOCHBIX NIPOrpaMM, (GU/IbTpaLiK BeO-KOHTeHTa W/Wu 0OHapYKeHHIO U
TIpe/IOTBPAILleHNI0 BTOP>KeHHWH A1t 6e3oracHOCTH neprdepry 061ayHbIX ceTell U KOMITbIOTEPOB; MOWCK U
yCTpaHeHHe HEeUCIIPaBHOCTeH W MpobieM, CBSI3aHHBIX C KOMITBFOTEPHBIM MPOTPaMMHBIM obecrieueHreM 1
obopyJ0BaHWEeM, ¥ MOHUTODUHT CeTEeBBIX CHCTEM; TpeJOoCTaB/leHre BPEMEHHOTO I0/Ib30BaHUs
He3arpykaeMbIM 00/lauHbIM TIpOTpaMMHBIM —ObecriedeHHeM [JJisi TIOJK/IFOUEHMsl, SKCIUTyaTalud U
yTIpaB/IeHUsl MOJK/II0UeHHbIMU K CeTU aBTOMOOW/ISAMM, KyXOHHBIMU IpUOOpaMy, cucTeMaMy OTOIUIEHUS,
BEHTWIAIMN W KOH/JMIIMOHUPOBaHUs Bo3ayxa B MHTepHeTe Belrjeii (10T); XOCTUHT cepBepoOB; apeH/ia Beb-
cepBepoB; MHPaCTPYKTypa Kak yciyra [laaS], a MMEHHO XOCTHHT CepBepOB [ijisl UCII0/Ib30BaHHUS TPETbUMHU
JWLAMY; YCOIyTd TI0 COBMECTHOMY pa3MelljeHHI0 KOMIIbIOTEpHOro 000pyz0BaHMs, a KMeHHO
TIpeZioCTaB/ieHre TTOMeILeHUH [/ pa3MelleHUsi KOMITBIOTEPHBIX CePBEPOB C 000PyI0BaHUEM /IS TPETBUX
JIUL}; KOMIIbIOTEDHbIe YC/IyTd, a MMEHHO TpeloCTaBleHHe BUPTYalbHbIX U He BHPTYyajbHbIX CEPBEpPOB
TIPUJIOXKEeHHUH, BeO-cepBepoB, (ai/IOBLIX CepBEPOB, CEPBEPOB COBMECTHOIO pas3MellleHHs, CepBepoB
0a/laHCUPOBKM HArpy3Kd, pe3epBHBIX CEPBEPOB, MeJUACEPBEPOB W CEpPBEPOB 0a3 /aHHBIX pa3/TUUHOM
€MKOCTH [i/isi BBIUMC/IMTENbHBIX W XPaHWIMLIHBIX PeCypCOB TPeTbUX JIML; KOMIBIOTEDHBbIE YCAyTH, a
VMMEHHO TIpe/joCTaBleH’e BUPTYa/JbHbIX M He BHUPTYaJbHBIX CEPBEPOB TPUIOKEHWH, OaraHCHUPOBKU
Harpy3ku, motoka Bbi30BoB, IPTV-noTOKOB u MOTOKOB BU/eOHAOMIO[IeHUsT [I7IsT TPEThUX JIHLI; YCIyTH
TEeXHUUECKOW TOA/IeP)KKH, @ UMEHHO TeXHWYeCKOe aJMUHHCTPHUPOBAHHE CEPBEpPOB [l TPeTbHX JIUL U
yCTpaHeHHe HeHCTIPaBHOCTel B BH/e JMAarHOCTUKH MpobieM c cepBepamu; WH(PACTPYKTypa Kak ycayra
[laaS], a UMeHHO XOCTHHI IpOrpaMMHOr0 obecrieueHusl sl yIpaB/ieHHs] BUPTYya/JbHBIMH CepBepaMy,
Ipe/iHa3HauYeHHbIMH /IJIs1 UCII0/Ib30BaHMsl TPeTbUMU JIMLIAMHU.



